‘ r FHREDY e e ey

Madrid IPv6 Forum Summit — January 2001

IP EDGE DEVICES
A solution for the Internet Migration

Patrick Cocquet, 6WIND CEOQO, IPv6 Forum VP

www.owind.com

04/02/2001 réf. : 6W 01/064



...
| Summary

« 6WIND, the IPv6 company !

* |P Edge device, a migration box
« 6WIND Products

e Plate-form example

e Configuration tool

e Conclusion
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_ 6WIND

 The IPv6 start-up company

— Spin-outing of the Thomson-CSF IP Network
development activities

— Starting day : 1st September 2000

— Team : 20 engineers + subcontractors
— EXperience : 5 years of IP R&D activities
— Member of the IPv6 Forum Board (VP)
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_ COMPANY POSITIONING

« To develop IP access devices to provide the user with
new IP services :
— All features in one box : QoS, security, IPv6, mobility, routing

— Significant step in terms of performances

« To develop expertise around the introduction of the IPv6
technology

 Markets (1st step):
— ISP and telcos

— Large entreprises (indirect sales)

 Markets (2nd step) :

— Home network (wireless + zero conf IP networks)
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@i/ " BWIND First set of Products

6200, 6400 series
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c ~ First set of Edge Device Functions

e Quality of Service
- Traffic differentiation (EF and AF)

e |P VPN
- IPsec with IKE and PKI interface

 |Pv4 - |IPv6 Integration
e Tunnels (6in4 and 4in6), 6to4
* Translators
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) Plate-form o = o
" representation using SNMPc

onr

Ev_; SHMPc Server - WorkGroup Edition - [Discovered Objects]
,E File Edit “iew |nset Manage Toolz Config Window Help ;lilil

Ml ﬁl ﬁlﬁl -l ,D|11| ﬁjl ﬁl #l #l -l @l IedE.Bwind.net j IS_l,lstemInfo j

Aoot Subnet

ﬂ Digcovered Object
-5 1018

B 101812
B 101816
E
P
B

g2 10184
f-[0) 1018.8
7] Integration
----- $ edl

ecld Buvinc net

WRN_EDd_EDS 10158.8 WPA_EDG_EDd

=

&3 Buving .net 1018.4

1 | >

- tap | Mib | Trend | Ewent | LG

04/0 [l

For Help, press F1

[10.18.8.39 |Administrator |Supervisor
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| Edge Device configuration

The IP Edge configuration is made of 3 parts :
e system : you configure the addresses and the routing

e security : you define the zones and the certificates used
In your Edge

e migration : automatic, configured, 6to4 tunnels

Properties [ed5.bwind. net) Ed |

5.Ewind.net < General | Managementl

= a Syztem
l -] Interfaces
-] Routing
=43 IP Security
[:| Frotected zones
[:l Yirtual private networks MHame |ed5b Bwind. net
HG Authentication certificates
=- a P4 PvE Migration

------ (L IPYE in IPwd automatic tunnels—

I [ IPYE in IPwd Etu:ml tunnel&
[ I i W | P T | TP, B
1] Bl i |

Deliver | Read | ] Cancel Sl Help

E IP Edge Cevice Parameters
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Properties [System] Ed |

ER =d5.Gwind.net -
Ea System
-3 Interfaces
-8 Private
I:I IPvwd Addresses
Ela IPvE Addresses
@) fe0:01920::25

----- (or} 3ffea04:107:1820
) 2002212101918
I:l IPvE Prefires

+-E§ Ophonal =
- 1 E T P Y
« | _'*I_I

Dreliver | Read

I+

9

zeneral I

i

System configuration

t ame | System

aE.

Cancel

Ay

Helm
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Security configuration

Properties [ed5.6wind.net]

-] System

=3 IP Security

=145 Protected zanes

=Gl A1vd

=423 Subrebwarks
~.BR 1018180

[Tl A2vd

=g 2146

=23 Subrebwarks
B Affer 01818

- ﬁ AZvE

-/ AL T

Deliver | Read

ud

General | Managementl

E |F Edge Device Parameters

MHame |edD.Ewind.net

o ]

Cancel |

Appl

Help

Properties [ed4_chanel]

Em =d4 Bwind.net

- System

=3 IP Security

-2 Protected zones

EI 23] Wirtual private networks

- ) Link to ¥PN_ED3 ED4
s C:!. Link toPHN_ED4_EDSR
B- a Authentication certificates
@ edd_chanel

-2 IPw4APvE Migration

[reliver Head

i General

| Dezcription I

BwIMD [H Edog device system file definitian

M arme Iedd_u:hanel

o ]

Cancel

Appl

Help
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Migration configuration

6to4 : you set your public IPv4 address

ctu :you set the IPv4 and IPv6 addresses for the

tunnels

Properties [CTU_ED4 ED3]

HE_I ed4. Bwind. net General Local end-paint | Remate enu:l-pn:uintl
D Sustem
- IP Securiy E E nd-point parameters

=15 IPv4APYE Migration

=23 IPYE in IPvd Gtod tunnels — Tunnel &ddreszes
- M STF_ED4
Ea IPvE in IPwd configured tunnelz 7777
™ CTU_ED4_ED3
™ CTI_ED4_ED& _
IPv4 {(@ 10.18.8 23 [Public] =]
[EliETS Head ak. Cancel i | Help
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C: e VPN Configuration

We configure a VPN between IP Edge Devices,
Including tunnels with several choices of security
rules

Properties [WYWPN_ED3 _EDA4]

|£:j- YPN_ED3 ED4 General | IP .ﬁ.ddressesl K.ey management I .-'-‘-.uthentin:aticunl
=9 Security tunnels
- |
_____ ;, E:::::::E}::E:g O Wirtual Private Metwork, definition
= ® Tunnel B1_C1_CTU_IPvE
- E TLJHHE!|_E1_|:1_5TF_|F"-.-'E Name I'.'IIFIH EDE: ED.
I[P Edge 1 IF Edge 2
|7|El a4 Bwind net [~ |7|El ed3 Bwind net [~
INElEr Head | Q. Cancel | Al Help
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VPN Configuration (2)

Properties [YPN_ED3_ED4) =]
(1 WPN_ED3_ED4 General |F Addresses | Key managementl .-’-'-.uthentiu:atiu:unl
-2 Security tunnels
—IPv4 addreszes
edd.Bwind.net : ed3. Ewind.net :
|@ 1018823 = @ 101202 =
— IPvE addrezses
edd Bwind. net ; ed3. Bwind.net ;
|@ 3ffe:0:01808:23 | @ senna0n:z =]
(%] Mo IPvE Address B
(@ BN —
el i [ ok || Cance|@ resnin |
Properties [¥PN_ED3_EDA4] |

(1 WPN_ED3 ED4
=123 Security tunnels
o Tunnel_B1_C1_IPwd
& Tunnel B1_C1_IPvE
& Tunnel B1_C1_CTU_IPvE
b @ Tunnel_B1_C1_STF_IPvG

[reliver Head

Generall IF Addresses  Kep management |.-’-'-.uthentiu:atiu::n|

IKE

Template @ Certificates lite

E Static

E Pre-Shared K.eu strong

| E Pre-Shared K.ev lite

E Certifizates strang
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Propertiez [YPN_ED3_EDA4]

1 WPN_ED3 ED4
Ela Security tunnels
o Tynnel B1_C1_IPw4
B Tunnel B1_C1_IPvE
B Tunmel B1_C1_CTU_IPvE
b ® Tynnel B1_C1_STF_IPYE

[Weliver Eead

VPN Configuration (3)

General | IP Addresses | Key management  Authentication |

— |KE Phasze 1 authentication

— edd. Bwind. net

Certificate I j
— ed3. Bwind. net

Certificate I@ ed3_chanel j

k. I Cancel ¥ 1] |

Help
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IPsec tunnel configuration

Properties [Tunnel_B1_C1_IPv4]
(1 WPN_ED3_ED4 Geperal £ones | Security Dptiu:unl
=428 Security tunnels
b Typnel B1_C1_[Pewd
& Tunnel B1_C1_IPvE —edd Bwind.net———— [ ed3.Bwind.net
& Tunnel B1_C1_CTU_IPvE
------ # Tunnel B1_C1_STF_IPvE Protected zone Frotected zone
|3 104 =l @ e =]
DEE
= Clv [ Access o lnternet
= C1v6_CTU a
C1wE_STF
[efier | Eead | | ] 4 I Cancel | LEply | Help |
Properties [Tunnel_B1_C1_IPv4]
() VPN_ED3 ED4 General | Zanes Security aption |
=428 Security tunnels . .
@ Tunnel B1_C1_IPvé ~ Secuity option

& Tunnel B1_C1_IPvE
& Tunnel B1_C1_CTU_IPvE i~ Digcard " Encivption & Authentication

0 ?Enu:r_l,lpticun u:unl_l.f ' Authentication only

[efier Eead | ] 4 I Cancel LEply Help
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QoS Configuration

BWIHND Qo5 Management E3 |

General Clazzes of services |
ed3 Bwind. net | | Clazz name | Hatel Sizel Prio... | Transmittedl Over Iimitl Fleien:ten:ll
Eﬁ RO B8 S cheduler freq... 50 Hz
E|—} Pt B8 2llowed rate 4 000 000 bitsds
' W Drop preced B8 M airnum over... [ bitzs
. e BestEffor B8 Scheduler aOFF
Eaﬁt%‘“ 4 7 Drop precede. ..
- '”';'E;f“f | | = Best Effart 1950000 bits/s 1 000 000 bits 0 0 bits 0 bits 0 bits
&8 En0 Fe R & Management B0 000 bits/s 10000bits 15 0 bits 0 bits 0 bits
El%" &/|DED 2 000 000 bitzds 200000 bits 15 0 bits 0 bits [ bitz
4" Dirop preced
- Best Effort
- Managemen
- 34 manager
= VIDED L
-
[=]-=3 Output -
T B _'*IJ « | *
| | add.. | [elefe | Eroperties,..
v Statiztics ;
@ Inztant O Cuml Refresh period : I 1001 ms Reset |
] Anruler | Sppliguer
18
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Class of service

Clazz of Service properties : |
Card : | epl [Input] Ok,
Clazs name: | Management Cancel
dywailable bandwidth re-allacation priarity 15
Mirirnum rate quaranteed for the class 20000 i te
Buffer size : 10000 it

Drop policy : | Taldrop j

b axirnum aver irit rate 0 hitsfs

Flaw marker : [nnn j
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Flow definition

Flow Parameters

Source address :  |Sffe:304:107:300::3 b ashk. : | FEEF: FEFF: CEEF- ERFE: FFEE: FEEF: FEFF: FE
Destination address - |3ffe:304:107:400::4 bl azhe - |FFEF: EEEE:EFEE: FEEF: EEEE: FEEF: FEFE: £F
Source port 4444 pazk B5535
Deszstination part e Mask BR53R
Protozal : 17 Mask : 2Rk
DSCP: 0 Mask: 0

£ Précédent Terminer Annuler
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T Plate-form demonstration
VPN :
- IPv4 tunnel
Management - IPv6 tunnel
Station - 6to4 tunnel

<) >

=y “uy

EDGE1 EDGEZ2

Netloader
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| In conclusion

« 6WIND Edge Devices enable new service
deployment :

— Better multi-media performance by implementing Diffserv
— Security by using IPSec and IKE

— Efficient management

— Nomadism of users by using MobilelP(2" release)

— Multicasting (3" release)

Allowing v4 to v6 migration of networks and
v4/v6 interoperability
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, The end

e Questions ?
— Info@6wIind.com

 Web sites
— Www.6wind.com
— www.ipveforum.com
— Www.6init.org
— www.lip6.fr/airs
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